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Company: Listopro

Location: Pereira

Category: computer-and-mathematical

The Information Security Consultant roleperforms product installation, configuration,

customization, andsecurity audits for our clients.

YourOpportunity:

Executing clientengagements that exceed expectations based on strong understandingof

the client’s business and their unique needsby:

Leading the requirements gatheringprocess.

Developing and implementing securitysoftware solutions and workflow plans aligned

with client businessand security objectives.

Installing and/orconfiguring security softwaresolutions.

Development of custom reports,dashboards. alerts and scans to meet client

businessobjectives.

Analysis scan results andunderstanding the risk and threat levels offindings.

Conducting security assessments andaudits.

Managing client expectations to enabletheir desiredoutcomes.

Assistingclients with upgrades and migration to new hardware or softwareversions.

Serve as technical architect ortechnical lead on internal operational support systemre-

engineering projects or CRM design and deploymentprojects.
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Serve as instructor to train clientstaff on products usage and bestpractices.

Contribute to the development andmaintenance of internal delivery methods andtools.

Developing and maintaining positiverelationships with clients.

Bachelor’s degree in science, engineering, orcomputer field or related work

experienceequivalent.

4+ years of experience in IT,security, risk management or professionalservices.

In-depth knowledge of Cloud Computingtechnologies like AWS, Azure, and GCP.

In-depthknowledge of Containers, Docker, andKubernetes.

Recent experience performingvulnerability scans, log analysis, security monitoring with

leadingindustry solutions.

In-depth knowledge ofnetworks, Linux/Unix and Windows administration, Active

Directory,and system configuration.

NICE TOHAVE

Coding experience in Python orsimilar language. Use of APIs incode.

Outstanding written and verbalcommunications skills.

Understanding ofsecurity principles, policies, and industry bestpractices.

Knowledge of ISO 27000 series, NISTSP800 series, CIS Controls, PCI.

Experiencewith using, customizing, and developing open-source securitytools.
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